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before purchasing it in order to gage whether or not it would be worth my time, and all praised Enterprise Security for
the Executive: Setting the Tone from the Top (PSI Business Security):

0 of 0 people found the following review helpful. Today's corporations must do everything possible to protect and
secure ...By TwinToday's corporations must do everything possible to protect and secure our customer's information.


http://f3db.com/pub/links.php?id=B004NSUS48

Start with "buy-in" from the top or it will be alosing battle and utimately you'll lose customer confidence. Must read
for information security professionals.5 of 5 people found the following review helpful. Excellent book that helps
business executives become familiar with security concepts and techniquesBy Ben Rothkelf Shakespeare were to write
an information security tragedy, it would not be titled Hamlet, rather Bayuk. The story of Jennifer Bayuk istragic in
that she spent a decade as CISO at Bear, Stearns, building up its security group to be one of the best in the business;
only to find it vaporized when the firm collapsed and was acquired by J.P. Morgan Clearing Corp. After all that tail
and sweat, Bayuk was out of ajob. (Full disclosure: Bayuk and | have given a presentation together in the past, and |
did get acopy of this book for free.)While the information security engineering group that was at Bear, Stearnsis no
more, Bayuk has taken her vast expertise and put it in a great new book: Enterprise Security for the Executive: Setting
the Tone from the Top. While many other books equate security with technology, and are written for technologists;
Bayuk writes that information security is al about management control. And to the extent which a CxO controls
assets, is the extent to which others can't use them in unexpected ways.The book is written to help CxO's and business
executives become familiar with information security concepts and techniques to make sure they are able to manage
and support the efforts of their security team. Thisis an issue, as abig problem for the poor state of information
security isthat CxQO's are far too often disconnected from their information security groups. No story is more manifest
than that of when Heartland Payment Systems CEO Robert Carr blamed his PCI auditors for hisfirm's security
problems. Carr is a perfect example of the type of person that needs to read this book. As an aside, for an excellent
reply to Carr's kvetching, read what Rich Mogull wrote in An Open Letter to Robert Carr, CEO of Heartland Payment
Systems.While many CxO's think that security is about firewalls and other cool security products, it istruly atop-
down management approach, and not a technology one. The book notes that the only way for information security to
succeed in an organization is when management understands what their role is.What is unique about the book is that
Bayuk uses what she calls SHS (security horror stories). Rather than typical FUD stories, the horror stories detall
systematic security problems and how they could have been obviated. By seeing how these companies have done it
wrong, it makesit easier for pragmatic organizations to accomplish effective security by setting a strong tone from the
top down.Bayuk details the overall problem in the introduction and notes that many CxO's have wrongly spent
significant amounts of money on security to avert security incidents; but have done that without any context of a
greater information security methodology. The leads to executives thinking that security as nothing more than one
long spending pattern.Chapter 1 - Tone at The Top, notes that tone exists at the top, whether it is set or not. Thetoneis
reflected in how an organization thinks about the things it really cares about. Employees can tell how a CxO cares
about security by their level of personal involvement. Not that a CxO needsto be, or should be involved with minutia
of firewall configuration or system administration; the key is rather that they are for example, championing the
effective and consistent use of firewalls and how systems are securely administered.In chapter 5 - Security through
Matrix Management - Bayuk does agood job of detailing the various places that the security group can be placed in an
organization. The chapter notes that there are as many ways to organize security as there are organization structures.
Bayuk writes for example that if CxO'sin agiven organization are a tight-knit group, accustomed to close
coordination, then it should not matter to which CxO the person managing information security reports to. If that is not
the case, there may be multiple security programs that end up far too below the required C-levels that are needed for
effective security. The chapter provides a number of different organizational scenarios, with requisite roles and
responsibilities.Chapter 5 closes with an important observation that a CxO should task the human resources
department to put aline in al performance reviews whereby managers attest (or not) that the person being reviewed
follows security policy. A CxO should fire people who willfully avoid compliance with security policy. Whatever tone
at the top exists should be employed to make sure that everyone knows that the CxO is serious about the corporate
security program. Such atone clearly demonstrates an organization that is resolute about information security.One
thing that Bayuk does very well repeatedly throughout the book is to succinctly identify an issue and its cause. In
chapter 6 - Navigating the Regulatory Landscape - she writes that if a CxO does not have management control over an
organization, then the organization will fail the audit. It will fail because even if the organization is secure today, there
is no assurance that it will be going forward. In addition, control means that the CxO will ensure that the organization
is attempting to do the right thing. And in such cases, passing an audit is much easier.Overall, Enterprise Security for
the Executive is afantastic book. It provides a no-nonsense approach to attaining effective information security. For
those executives that are serious about security, the book will be their guiding light down the dark information security
tunnel. In its 8 chapters (and a case study), the book focuses on a straightforward and plain-speaking approach to
enable CxO'sto get a handle on information security. As such, it is hoped that Enterprise Security for the Executive
will soon find its way onto every executive's required reading list.0 of 0 people found the following review helpful.
Out of date. Does not reflect current state of ...By karlessOut of date. Does not reflect current state of the art.

Enterprise Security for the Executive: Setting the Tone from the Top is designed to help business executives become
familiar with security concepts and techniques to make sure they are able to manage and support the efforts of their
security team. It is the first such work to define the leadership role for executivesin any business's security



apparatus.In Enterprise Security for the Executive, author Jennifer Bayuk, a highly regarded information security
specialist and sought-after consultant and speaker, explains protocols and technologies at just the right level of depth
for the busy executivemdash;in their language, not the tech-speak of the security professional. Throughout, the book
draws a number of fact-based scenarios to illustrate security management basics, including 30 security "horror stories,"
and other analogies and terminology not commonly shared outside of the security profession.

"The one true power of the executive isthe power to appoint. The one true measure of the executive is what did not
happen on their watch. These truths are rarely acknowledged, and uncommonly understood. Jennifer Bayuk
understands them as she has lived them, and she has lived them because she understands. She does not write for
everyone; perhaps she writes for you.'" (Dan Geer, Chief Information Security Officer, In-Q-Tel)" This book is an
excellent read of the practical aspects of building, marketing and maintaining an effective security program, within a
business enterprise. It tellsit likeit is, including how to deal with corporate culture.™ (Dan Schutzer, Executive
Director, Financial Services Technology Consortium)”Jennifer Bayuk is one of the savviest security professionalsin
the field today, and so it is no surprise that Enterprise Security for the Executive is an important contribution. It
addresses the most challenging and pressing information security issue: the lack of practical experience and
institutional memory at the C-level and in the Board Room. Put this book in the hands of a responsible executive, and
you have something more formidabl e than the most sophisticated authentication system or the most powerful crypto --
someone who can make a mandate meaningful and a plan pervasive." (Richard Power, Distinguished Fellow, Carnegie
Mellon CyL ab)"Enterprise Security for the Executive is arefreshing approach to the realities of what is really needed
in the executive ranks to facilitate and drive results around improving your security posture and minimizing your risk
exposures. Bayuk provides proven insights around the cultural and political minefields one needs to navigate as you
build consensus to drive change across the enterprise. Tone at the top is the motivator in the business world cultural
environment. Without it you will struggle to reach meaningful goals and at best will effectuate departmental or
perhaps divisional improvementsin your profile. Thisis amust read for anyone who istrying to learn more effective
ways to get the Isquo;people and process side of the equation right before they consider technology." (Robert F.
Gleason, Director Strategic Relations, Ernst Y oung LLP)"One of the challenges that we have found over the yearsis
trandating 'security speak’ into clear business terms and articulating the return on security investment (ROSI).
Jennifer, based on a successful career in Information Security, explains the successful way to accomplish this difficult
mission. A must read for security and non security professionals." (Prof. Howard A. Schmidt, President CEO,
Information Security Forum, National Cyber Adviser to President Obama)"Jennifer's book will prove invaluable to
anyone concerned with improving security!" " (Ed Amoroso, Chief Security Officer, ATT, author of CyberSecurity,
Intrusion Detection, and Fundamentals of Computer Security)"Author Jennifer Bayuk, a well-known thought leader
among information security professionals, masterfully draws from her broad experience to guide readers easily
through the complexities of security governance.” (Warren Axelrod, former Chief Information Security Officer, author
of Outsourcing Information Security, and editor, Enterprise Security and Privacy ,)"Enterprise Security for the
Executive is afantastic book. It provides a no-nonsense approach to attaining effective information security. For those
executives that are serious about security, the book will be their guiding light down the dark information security
tunnel. Inits 8 chapters (and a case study), the book focuses on a straightforward and plain-speaking approach to
enable CxO's to get a handle on information security. As such, it is hoped that Enterprise Security for the Executive
will soon find its way onto every executives required reading list." (Ben Rothke, CISSP, PCI QSA Senior Security
ConsultantBT Global Services)About the AuthorJennifer L. Bayuk is an independent consultant and adjunct professor
at Stevens Institute of Technology in Hoboken, NJ.



